IBERERS TATE OF DATA SECURITY

Measurme vour

DATA'S RISK

s N . A R st g
- o
B LR ot T DTS p— g,
= g e e
R e o
"
il
e - oAt e ——
it R R

L

0:0 Rubrik Zero Labs



>

0:0 Rubrik Zero Labs

(zl:l;&b(c': 03
F—=ABLVRAEFE 04
sttor-s9# 00
WEBNSDYARIIC 14
STy (NART-Y) e
Bttor—5AIC

YAV EFEIB{N? 19
zo®c 000
ENEFEENTERED 28
FoTWLW30Dh

®#Ba
[C&BHMIRAE 37
s—gyxom
#IHA{E 41

HI=R 18



0:0 Rubrik Zero Labs

AREDF—T—- KN,

DAIA

HRRENFTEL TVST —IDIERE, T—HDZ(LDRERE,
ZUTT —YBROEEMNHERZED EITET.

H5—2. B0 _LIFBONIRITY  YRIDBIETTE YAI(CEASD
BESD VRIDEBSDERE, Kt I dFELL TOURIZFEITUET .

EFWAET(F. SEIDfEHICE D IEAZFENS5H5BALF LS.

FT=AEFITAORIK : THIZRIORE | 3



*:0 Rubrik Zero Labs

DATA AND METHODOLOGY

= ————

F=AEFIINTAORIK : THIRIDRE | 4



£°% | Rubrik Zero Labs

Rubrik Zero Labs(d. F—#tF1UF1QURIERICEIF Iz, A —(AKFURVERNRIBHRIREICERDBATVET,

ZOEMORDIC, SE. 4D0EEY - L2 FERREHEEALELL.

RUBRIiK WAKEFIELD
FUAN— = o RESEARCH

RubrikFL X NJ—0;E = A

(L&D, —HRHIBEEED 1,600 ABLEDIT/
F—HIRT—NBEIRY TFWTAF-LD

DEREICIERITVEUR, U—5-DRR

K=hr—=o
Rubrik/V—R~F—2%t(C
LRIATEFE|E

IRt
Tt¥ERKt =1
EEHDHA )N —
TFIVTABESLV
HERS(C L BRTT

RUBRIKFUVARNJ— -

Rubrik Zero Labsld. &EENBHT—FCOVNTETZ{EFELT
NBDOTHNIE, ZOT—INSDN2ABECRHL TERMEZHERL
REFNERSRVEEZITVET, BEAMLOSRTE, UF(C, #4 N
BOWCAIES EDOBKAERE. TNNEHORBECESTELTVD
OhEEREH L TVET,

3F  ARABICE. SEINOFFERIELaminarR DT —INEZFNF T,
LaminarldT—4tF1U7(REZEIEF TSy N IA—L TEFRE - RIZEET.
20234 (ICRubrik hi"EYRLF U,

RUBRIKFL AR —D335k :

6,0001 E
4
68 -
DIREHR 5 38HEL LD
Wy 5Lk

F=AEFIVFAORIR : T-HIRIDRIE | 5



0:0 Rubrik Zero Labs

i
o

EB vs BEPB 42 EB&IZENLBLD
> —HBROH

CEAITIH ? HRADKIEDA 2 (F. [T ERBKE. HRBAN —>  EEELFRZHICIZESERSR (XERPOMRIRE) |« HILFIER. BEN
(ORI RAR —SEERENET) ZBUENET, —75. SINFI. HHENBATE ERLHEOTEEHLZ80MBTY,

F—AESHRAIRE I BFENMESDE, £/ (WITRAN—-STT,

Rubrik(d. R80T — 9% AR . BEHRPEREREDER D IRICRUbrikhMRET D42 EBOT —ININTHEREEERDHoIE

RRBMAEEITU. /(WITS RAN —S(A&MENZ IO AT R $5E TOHREE AFEOESE E(CFREUEAARL, 170BA

F—HDEEEIRLTVET , ALKR—ITE. 2EHBLT/\WITOR  2EO— AVEDDEEEIRSDDCAHELET, IEHEUVEETI,

AN —2ZE0 EIFET,

WAKEFIELD RESEARCH *

1t (FWakefield Research&F(C, ITEEFIUTAOMmDEFD

U—A—xRE T DHEABEEMML. 258511 MUELFU,

ZOT A& RubrikTL XN —Z##5EL, U—F—Te50RmE) 45— 1 6 2 5

TEEOIRIZROM 5 (CBEF 21> 51 MRt TN bD T, ZEIt ’

RO, Rubrik DBEEDRF DT —4(dWakefield Research® ADEERTEEZITREL. TOEFEL(COVNTIE3D DM
Ty MDSEIRIL TR (REIL7 XU, EMEA. APAC) O10ME (KE. HE.

TIVR RAY ABIT ASSH BAR A-ZRSUT SO0

1 , 6 O O *l‘\lJ: Kb AV (CPTES BREES002 M EOhE
OIT/ 27D~ —
******************************************************************************************************************************* 5 0 0/ (0) 5 O O/o

1 0 DE PCIOFN(FCISO MTIELOEERES

oo 50% 50%

HEALIH—FREVP | A IUTIBMOBERESE

FT=AEFIITAORIR : THIZIDRE | 6


https://rockhealth.com/insights/highway-to-health-unlocking-whole-patient-care-through-data-interoperability/
https://www.weforum.org/agenda/2022/04/quantifying-human-existence/#:~:text=With%20this%20context%20and%20timeframe,humans%20that%20have%20ever%20lived.

‘:0 ‘ Rubrik Zero Labs

RUBRIK/\— M=

BHTIE T AL SVIDAOWECHAI TR GRYVRERDFAMACE VT, T—Fy MBI 3LEE(C, Rubrik/\— k=28 050

PiR—-beZFEU.

mE g
me Microsoft
AonhB(d, T=H)\WIT7yTDIRES SMEAHRE RO REHILIC,

Microsofth'5(&. T —FREERB LU IVI DV ADHEEIER
FulMZ, 2023 Microsoft Digital Defense Report'®F—%% 2023 Aon Cyber Resilience Report?0F—4#IRHL TLEEE

ML TVIEER LR, FUIZ,

ZIRRBRERSH

RubrikeU TRIRERBRDEZERAV AR R DIRIR(CDESD BT RubrikTL XM — (3R
B OBRIREZITO TV T TR AN SR ZR T —HZED AN L,

MANDIANT (ZUNIT 42

now part o Google Cloud BY PALO ALTO NETWORKS

proofpoint.

Proofpointh5(d. EttM2023
Human Factors Threat Report*
[CED I3 RDZENEICRETS

Palo Alto Networks Unit 42h%5(3. E#t T
D2023FENEMA>>T > NV ARYZ/MDR
AR NIED TP LDIT7EREZIANC

Mandianth5(d. E*tTD2023EDER’
13TV MU ARYZ/MDRARY MCBWT
HERENET—SDEDAHBER (Dwell

time) ZIRHELTCVEREEEUR,

-}I-Recorded Future’

Recorded Futurepsld. LR—beLT
NRHENTVWS2023FEDI Y AVIT7ERM

93 AERERARML TSRS, IERERMU TV REELR.
M' UNIVERSITY OF MINNESOTA

SRYIREVA ST —RNREEZENSE. FEFEEBOIAZTIHacked to Pieces?
The Effects of Ransomware Attacks on Hospitals and Patients®| (&

RAERBEZD) (B ARFEERBEANOIDYAVITORECOVWTRMLT
VWElREELR,

bL> R IR TWEEELR.

4 https://www.proofpoint.com/us/resources/threat-reports/human-factor
5 https://therecord.media/ransomware-tracker-the-latest-figures
6 https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4579292

1 https://www.microsoft.com/en-us/security/security-insider/microsoft-digital-defense-report-2023
2 https://www.aon.com/2023-cyber-resilience-report/
3 https://www.mandiant.com/m-trends

FT=AEFITAORIK : THZRIDRE | 7


https://www.microsoft.com/en-us/security/security-insider/microsoft-digital-defense-report-2023
https://www.aon.com/2023-cyber-resilience-report/
https://www.mandiant.com/m-trends
https://therecord.media/ransomware-tracker-the-latest-figures
https://therecord.media/ransomware-tracker-the-latest-figures
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4579292
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4579292
https://www.proofpoint.com/us/resources/threat-reports/human-factor
https://www.proofpoint.com/us/resources/threat-reports/human-factor

0:0 Rubrik Zero Labs

DAIICOVWTDER

— e
< e
— SR S ———
- S ——

AFABETD. URINDOT7IO—-FF5ED
BEARRBZZENTUET .

[FUOIC

RORTIVAT OB HZEBELET,

I>57474(C (SFFTETBURY hoE HISCHITD
JoTRRREES HIR
nsalgett

T —Sh91ED SHET-IN SEETEEMED ZDREND @ UR%Y

-
Jo
g

FIERSBEMETLLOD

T=AEFITAORIR : T-HIZIDRE | 8



0:0 Rubrik Zero Labs

\ 2 ke p59k

[A [ & BFIFIFRIAE )5 ROBTERS D, 106EAITENSE0
ERDFEUR, LRV, I59RT —S0t+107 (RIS BREL

WERICFIELETS. 159 RIVENERBHE, ZLUTZO

NS, A TUZREDEBBOTVET., Fle. BifiEEEE

TR, FRBHHIEETT,

SEET—IICEREHTTVEET,
T=AtFIVTBELL T, BHAREFRELT
WBREFE. A2 TSARNSIIF 7 —FTIF v Tl
BT —HICRETZEDTHD. T—INDURY., ZUT
T—AIG T BIRIETIRELTVE T,
S>HAUIT

TNEFERRVEC, BFIREBIEIS Y AVIT OREZ FHl
LTWELE. UDNUEBRICIEZSR5T, 5o ADIT (3H53
TEFRDEBICARSRREEZBIAURITTVET,

BENRE S

KRE(CEST. 5. ENEMELKLTVET . T4
tA21)7<(CEL. 2EMIKERKBEZBE IR
HRIAREVEL A, TTTHEATE, SEIOAE
FFREEREICUKODDEE NEWIITIRDEUE.

ER

(FEFEIFMC EREBIMMORFICLEARTEMRBIMRES
N2WET - IN'EL MEE TOREEEINEBELLEDERDT
VWET . ERDEFICHIREIENORIRHBF RS, SHEIC
FIRTERRHT—INZNETT,

R i%(C

CORBEHSOHRE

: 0 } 1
@6}\ | &)
L & /

1>FITID RSO TIBRNE R
BRIREBEDSETRASY,
URXIBEEDTRRE (L@ .
BERBMTVET,

RAEEOBENEF. Z5LEEEREN
X YN -tF1U71. ITOZ
BRI ZAER I BRZTT 1 ANy 3> %
ITSATOBIREZRML. ZIETD
ZETY,

HBOHERZABIBILT.
—HIEROTIURVITIZEENST6HD
EpeBERREBNIBICITAS
$I(THDFT,

T=AEFIITAORIR : THZIDRE | 9




{:: ‘ Rubrik Zero Labs

TNTE YVAIDEDLSIC
ZTIEHENTVSDIERT
HDEICLFELLD,

T

ARF AEREZFSONHENEFE TIEHDEE A
A HEEEESRBIRE 4 (CER I 5L FAZ5(E
ROVWINHDEZZIRENETT,

r%j:_ ;"'-élrs_%_g(i\ r:l',:\'\’f’\
FEEHEVN PR EE{RYALS

BSEEED] | 534U EERL]
5%‘{%}\*’




0:0 Rubrik Zero Labs

J[URFEG. HUIBORFKEZENS52%DIHE.
[FRAPEDET | HBVWETRREEDEEAIE
K= UIEDIELEE A

WHAT THEY GAN SAY
15 THE RISK OF RAIN IS
ABOUT THE SAME AS
A GOIN FLIP.

<




‘:0 Rubrik Zero Labs

ZORRIC, FAEBAARHF(ICKDIEVWEARR R
AEE. EOREDORRBON. T,
INRROD, TREEEDRON ZKHS RN
ALV ? 22T WINICLTEREEILIK
RhOEhB,

HEfF I 3DIEEDTHD,
ERLUHCIE O FEA -

—EEOUNHIFTURLTEVLDRS,
ETULLI,

UDU. EARBDIFCIEVET R A

FT=AEFIIFAOBIR : T-HVRIORE | 12



0:0 Rubrik Zero Labs

M55 HOKRIGE, BBHOXRSF#ROIEZT5(C
R 2 (T EREIRFC, RIADXTULICHIFZDEENE B
5(./353_0

CNSOBERMNMEAFENSO T, RE], FEITIEFURCTIE
SRV ROFTREZANTEHNDET , COE(F, RuIC
DWTE, EUTHANN=URDIOVWTEH TEFEDFET,

ENTE. BEBINE
AEBDBRDSRTVWEELELS,

T=AEFIIFAORIR - T-HIZRIORE | 13



0:0 Rubrik Zero Labs

IS YourData al

RISK FROM ATTAGKERS?

————
ey

T=ALFITOBIR  TAVZRIDRE | 14



Rubrik Zero Labs

FIFEARNREERNS,

BEN KR DT—H2IENCITDAREMENBDDTLLIN ?

Ransomware Shifting
to ESXi is a Massive
Fvolution

1D
]
= —1
sre I4—RE, FRE
ow Attackers are — -
Really Using Al \ Is This the Next

Is Your Internet-Connected
Fridge Trving to Kill You?

Solarwinds?
FU Do),szu L&
(FUD=AZ. F&&. ™M3)
The Mother of All Data Why Strawberry Tempest
Breaches: Biggest Data is Worse than l,(lpsus$

[.oss Ever

SHNIPAN-WEZZ(FDINEIMNIONT,
100%DEE TS WWIBTEEARRIEETI HY
VL, BB (AN DI ONIBEATEXT .

T=AEFIIFAOBIK - T-HIRIORE | 15



": Rubrik Zero Labs

"o’

FEFIATOZREFT. #12BEER T/ -IREZZ T TVET,

IT/tF1UF(BYY—-5—24TOMEDRER : *

DITBEEF1UT 11— —(FVEE. EITHBRA
940/0 KIHERYA N - HRER UL IR EL TVET,

2023FOFEMTILLT, LROYFIBINBEE
3 O IOIEBB DI\ MAF30TUI,

O OINER RSN, EIREMICIERNRT —Y1EK%
0 WAL TUVET,

)\ansom\\
probaby

o ta
Digital hos stag®

SAN-IRZE(F, DB BREGEPAELDEFIDINFVESKT
FEELET,

YA N-EOTIREEZMBFRCIRZ BT, HIERM DERPREE D
F—RRICH I N-RBLERDEDERMEZLEBULETS.

ROESBENHBALELE.

67% -

%%H%&T%E@'E)_J EEELTHA/—
BOHL MR RTBELDE67% =,

FHRMTRETZEEEEELT
HAN-IREDHNNEOSEE 0\,

1 https://www.aviva.com/newsroom/news-releases/2023/12/0One-in-five-businesses-have-been-victims-
of-cyber-attack-in-the-last-year/

20%

OFEfEN, YA N\ -IBOFEERF(C
ESTNUEVVDMEELTLRL,

T=AEFIIFAORIR - T-HIRIDRE | 16


https://www.aviva.com/newsroom/news-releases/2023/12/One-in-five-businesses-have-been-victims-of-cyber-attack-in-the-last-year/

o

%% | Rubrik Zero Labs

WEBECEOTRNATVYRREOH MENELTFETT,

ROCRSAHENSVDOTHNE, ECICEARBENITONESRONEHOT
BENBRERDET . YN -HEDWEITES1294% DA EBERMDS5.
ZACBVTHRE I EROBBCERN B TRELFUE. 4

67% 66% 51%

SaaS H3IR ASTLZR

S5, EEOBIEICHIARENEER251TCBTBRRETBNLES. 4

38% 33%

OWEERMT, 1E0P(/(-RET OFERRT, 1B EDS>Y A
1 EOT-FEENBDFEUIZ. DIVINBEREERUELIC.

FEIFINTDIST RTF> MMERETROTHED,
2023F(CF3DD2MEAZFFLTVET,

ChioVWTR B DOIMBRBEOFER TIIHDFEE A ProofpointDIRES(CLD
s0Tg "

DIFIRFTFH> MHWELE,
9 4 O/O BRENERDELR,

OEREUEENTISIRT T AT,
6 2 O/O R LAUE.

1 https://www.proofpoint.com/us/resources/threat-reports/human-factor FT=ALFIVT(OIRIR - THAIRIDAE | 17


https://www.proofpoint.com/us/resources/threat-reports/human-factor
https://www.proofpoint.com/us/resources/threat-reports/human-factor

Rubrik Zero Labs

WEAL RRENZMABERINST —FICFICALTVEYT

7

BRARTICINEEMEE EORIEACTFEL TVSEEEL T, Mandianth® %
AELET -5 DERDIAH ISR ZU FOEHHTY . " P e
IRTDAINRY MBI BIEEDE IDYLDITARY NTOEHF

HROT —FEDIA A E DR OF —FERDIAHEF RO B (E

SYE(F108mRETUR. S5HMETY.

EM:J.—Z . IU\(I‘ :L_Z N

.
ZnB(EMandianth'ch & TIC INTH, ERHIWEBNENZETS
ERILERNTOE ERITD CE+PRESTY,

F—IEDIAHREETUR.

MFeEASIERRE. FOYAIIT(E
IBMLTVIEY (70%DHT) .

Recorded FutureTld. FEENARSINEI Y ADIVRENKIBICIEINIL TV etz R LELR.

46% 10%

> s

358 FDEBEDEFADI Y AVIVIRENREINELL 4,399 DEERNODENREENELL
(BTEELE46%DIENN) (RTEELE70%MIENN) o

e\ T RRZR#DT —INEFBLFEL LD,

1 https://www.mandiant.com/m-trends F=ALFIVT( ORI : THAURIDAIE | 18


https://www.mandiant.com/m-trends
https://www.mandiant.com/m-trends
https://therecord.media/ransomware-tracker-the-latest-figures

ot T A

RISK IN YOUR DAT

IsThere _

Rubrik Zero Labs

FT=AEFIIT(OBFR

19 )

T —HYRIDEIE

|

19



{:} ‘ Rubrik Zero Labs

WX ERZEREL VD05 (EROLECE, FEBEICEVDITE
HOFEAN) | BRERICEDYRIDEIMEICH 22 T CESFRICH B TVE T,

IWED pINT ] EETE
WZECLD &l EY)

fERDECS, WB5EFDLF (WL LETE) BEES>TINTT,
RE DTS,

(%)

COZFROMmADHIEBEURLTIIRDEE A
FEARAIEU T, BriEI&E (CHASL ORISR Z
BTOWEELLD,

FT=AEFIIFAOBIR - T-HIRIDRE | 20



Rubrik Zero Labs

a0a.
L 3K 3
e

= o
NATA

(5. RURITIHBIL. PRz
IERSETVET,

EBEDEOFEIE L. £HFREEHIDERIRIET
BT —ADEEHZ VDX NEREZIELTLS
F— A RBIFDIFRCEFEE->TVET, *

EEE (IR TITLN22%EZ<D
F—AHRELTVET, BETBICOWT
HE5)

EB vs BEBP
CHEATIN ? HAEBROKIEDA 2 (£,
[F—A]EmEKE. wBAN -2 (TO>K
I>RIARL=2EBFEENET) 2R
FEHNRET, —H. T-IESRACRESE
IRIENMERSIDE., E(C/NvIT >R
AR —2TY, Rubrik(d. fAfkDT—45%
2HRMICIRZ . EEHEBFRPLERBED
BHOERRZHMERITL. /(vII>R
AN —STHAEINENZ IO KT KT 5D
SXHIRLTVES  ALIR— Tl 4%
BUT/\WITYRAN —SZED _EIFET,

213 BETR

Global avg

T=AEFIIFAORIK - THZIORE | 21



£:% | Rubrik Zero Labs

ke ) R T VLR . — 9T 2T — N
27%EMUELE (JO-)NLEE#TE23%)

SENRERKREL, £HFFIEIL0E50%ZOE
?‘_ggﬁiébtb\i?o

FAEFIVFAORIR : T-HIRIDRE | 22



0:0 Rubrik Zero Labs

EREDEOMET -5 01— FF2023F(C63% L £
IEIILTVE T BOEDFEFRZEEDMNI LB, £HFR
1 (13%) DO51ETI

EHBT IIVEE, HNTAE
RS S EeEs DL,

ESSMEERIBORELL TRELFIEZFRAN A -HROBEFIZIOFEHLE
FIR(OVWTOMEN B REFZIRHLTNZEDTEHDEY .

2022F (IREES1E(CRI T DECEREFD 20234, ELEx(ISHICEIN,
FERD, IRESNAETIEOEIE L BIF=Z16%B LBIZIEERDFURE,
% CUIZ,

a A
25,083 [~

< [ [x
(ORISR
() } BE

29,065

DRSS IEFRR

) (x] |+

B e
(<) (x]
B &



https://www.cvedetails.com/browse-by-date.php
https://www.cvedetails.com/browse-by-date.php

g:: Rubrik Zero Labs

HilfkidTTEI, J5URE
SAASADIKFEZSHTVET

BIURBESKINOEEN, 137 R I 2EFIBNMNERBELBEETVSOTT.
I ATy RRIBEOEEN—BLTIFY RESaaSAL@mN DTS —T5,
AVTVZADT —FF ) FPHLRIFBSEIRAIN FHHOTVBIRR TS,

FT=AEFIIFAOBRIK - THRIDRE | 24



£°% | Rubrik Zero Labs

59 RF=90tF1U5«
§ —
=P =1
D1 :

[ |

EZENBRISIRA AT AADERT -5 D
70% AT STIRMAN -5 T,

ATZIIRAR —SF KFOEFIUT(T
TIATYACESTOHIBI ZERERDET
BH(FE C TOMMAHIFZN TERHTI,

JI39RF=HDtF1UT1
R — 5
E VAL

tD2 :

AT STIPAN —-SHOLT—H D88Vl
CSV, JSON, XML&V, THARITZLIL
FrFEBELI7INONTADHTT, *

RIC. FroOY-IPTOEANATS1Ib
A= BRI TEDELFEL LD, TBHE
BOMENHTEFT, FFBESHLT -4

(TFARTPAINRE) LFEET —FD
TFIUT(ETORIOEREBDIDTY . BE
BEESURT —H51 T3, M0 R] &0,
FEREFIIFEIME LV —EXDII KRN
ESNDRICBNT, FofeH—ENBLNS
TY,

939 RF=HDtF1UT1
 — 5
=

€tD3:

2ATITIIPAMT D25% R EIC, R5E

WREEHEEH (PHI) PEAEBER
(PII) &V MBFLENERHD

HWRTF—IVEFNTVFT, *

BEICES5E. 53U RCEEBOURIN
TEYTY, FEEL THERE S BIZICI T R
MEBTHD—H. A>TLVIREELDE
tEa)F(EP I RENS BRE (K F
TF—AMRESNTULWRIKRTE. URI%ZEID
BEHERLDTY,

TATFIVTAOBRIR : THIZIDRE | 25



FEAEDINYVITYVD
YUI1—=33VIEFRDIC
YWRAULENTVE B Ao

)\ TPy TIIETOFRAMIE. FEINTOEBCBVTAREROEZEZTI . TNBOIAMIEE+E(CHID.
FTAHZAYHINURE SIS TSA TR CRRVSNTEE LR,
LIFWZ ZLOTBENTIUREYI 11— % 5F e EA/N T, LU TVWETD,

99%

Rubrik Zero Labs®OUBIDFREEE TlE. 99%A LD
SAEBHRFEN W Py TI1—3 3> ZF TICEALT
WaEEZELTWELE, *

70%

AonDL7R— RTlE. 70%D#RIEN /W7y T AT
HA MIREL TR, FF) W7y THESHRZ
AETEFARVRRETUR, ©

1 https://www.rubrik.com/zero-labs/2023-spring
2 https://www.aon.com/2023-cyber-resilience-report/

93%L Lt

EEWR, ZD5593% L E DB
BFYI1-23  COEARMIECERUELR, *

0=

40%

Rubrik MERUIHRID(F(EF40% N, B#tOT—4
N7y T CBES 2T TFAT VAN —%
RERETT. *

T=AEFIIFAORIR - T-HIRIDRE | 26


https://www.rubrik.com/zero-labs/2023-spring
https://www.aon.com/2023-cyber-resilience-report/

C: 11 Yy |

—A

Rubrik Zero Labs

HAN-ILTEE(F) Iy TCRET 23 ATHD.
HEZEREOZEI\WIT7YITE#ZIELTWETD,

BEIFE2HANC, BHEHESEOFNS/\vI 7y T EETTOREIRBZ D EIFLSER A TOELR,
WECHIIEhTUF RC L &sRSELRSEPHEE : *

96°/o

BEEIBENDIC%CHBVWTN\YI Py T e LOLRAEU.

74%

ZUT. 2D HD74%!(3. DRLEEEPDHICARINLELUI,

BAN-IETEE L IIRARBVART(I3TF D

RERFRZEBL CVET

WEE . BHEMIOEECISUAR TV AVITADOY TO-FEbE e TVE Y. B3 7T—45

BAHUIAT, TNZRFAIBEBIFERICBETVBDTY . RITARHINTLRBE IR THE

BRE0EZHD_LFBRIOHFRIGBOET .

215

MicrosoftCld. ExfIDRERICE
T AR SEEER DN 3mEN20226
11BLE. fSEU VB HEmfTTELER. ©

8779 —ht

12%

AONDANT(E. T-IRERFIT T LA
D17 EMOGE ELEANTHEBEAD

PARNREZERN12% =BT

WE9, ®

CCE T CEMRMEFIBIETEHEURDT.
FOTEHEOVWTRTLEFULLS.

ES{EORDOIC. BAN-IEFRELERT 5%

SEIREZALELTE, SO ATVI7TIREEC(E

93%

IO ADIVIRE(CRRINEN TLE 24+ 8B
FEREDI3% N EREERADSZIAVWVEITL.
5558% N ZIAVOENHE(TBENTET —ID
RROBENEOREEIZLELRE, 4

FT=AEFIITAOBRIK - T-HRIDRE | 27



HHow Bad

WILL IT BE?

0:0 Rubrik Zero Labs

T=ACFIFOBR - TAVRIDRE | 28



$*% | Rubrik Zero Labs

Folks often think
the cyberallack is
the end of the story

Butit's really
the middle.

TAEFIVTAOBIR : THIZIDRIE | 29



a0a.
%

A e T e
A A A AN A A

BE. RR_UTFIMOOIRDL. mLE NS5
VD TEBNECTHEDSDIITIRBDEE Lo
NERERFLOTS . UNUSER, SHADEISILETT.

BNRBVESICTBICE ? FORTHEREEETDIN ? BTSN
R TRICRESNZSES DN ?

VARV A A A AV AY.

BULSC HAN-ILE(F, 1218, 1EIR.
LiR—bOFRIZRE(CHIBI ECRDFET,

ZOFENENZIBOINBIEOLRBIMNE, ZIUITHERICHT L.
SENSLVNCERIBA TOWONCERSNET.

H’FE#_%ED‘ HERE (LT I BINEE %%*Z(:#uﬁu%ibmc

by, AN E(C
#-E%C_to)iu.nt g-o

KEIADBLE3AICLADEAECERD

VEERCEEBEHENDERAICE T
SEINFLUL,

44K+

A CEHAE) H VS ERERBAD
1EIOYAN-KE(CBWTHEZRITEUR,

1 https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

186%

increase from 2022

133M+

1 people had their records
. compromised from cyberattacks

» against U.S. healthcare
3 organizations last year.

T=AEFIIFAOBRIR - T-HIRIORE | 30


https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

0:0 Rubrik Zero Labs

ERMEEIRET DY AT VIRET(L,
SRR TELESBEZOWET - INFEZRIES, *

Rubrik(d. 3>8AVIVEES{bICLPINEEH . ZOEEAN TR EEZ R I IMEET —IDOm A ZAEL TVET,
FERRIBI7EL BSEEN2T7A)b, BIBREN3I7 /)L I 3T7(IRETT,

HBR R EREES Y AVIVES{ERBETHELRII3FABRENOT IR ROESDTY,

EEDIT7AIIAD
EEEEHLRS WET -1 R,

r > B 0D E AR R S SIET — 50
BRI T O IR WIREI 54 @
BAETIE TP LOBEL 0 /o 55, 538 LOTTESLRENMTON SV

o — = =
HERZIITVREIS,

FHNRRMREIO—/NVERT ES. HET—INORERRBINMARBRVRRTT,

/ \' 1EIDES{EIRETHE
' B BHERT AL 0~ K2R

13 7M |

[ ) , ) )

| O EROMET — 2K

' O EHBENE

|

total impacted

files per event

T=AEFIIFORIR - T-HIRIORE | 31



£:% | Rubrik Zero Labs

AL HNERES Y ADI TP (CETEERMUBMIFER TVET, *

RIS VY AIITIES{EOREBFRZRTHELLS,

OERAIEDIES LT — S DRE N O
BT —F70F YR TT. 0

DEERDES(ET —IDRESLN
BT —FTIFrRTY,

COZLDEEFRERDNBIDIIRD2RTY

B REET7—FF0Fv(BBE. FEREOIY RRA Y MR TEF YT
N HENFETT, TNCHOTEF T OFEANEEN, BEIFICKEED
BRRPIEAEFITLCRDET,

[ ] WEEE VELMMRIBIEHIE) RN P I CAEZEUS I DL,
- SESNLERIBIRDH T I (PIXARFIRICETENME R (CLTHIET,

FAEFIVTAORIR : T-HIRIDRE | 32



0:0 Rubrik Zero Labs

BAED3ZIhEA(S
F5F5C9,

WHDOERZA(F KK, EFROZIAEELNZ RO TLET, Palo Alto Networks Unit 42(3. EEE1FEBOSE
ZINVCBIFBU T OMERCERLELR

8673 RV 2673 RV

o 27.58R) 10A R

2,500 KV 29.75 K

I\ TET BRI IWEEDBREZIAVDOFIREME(CREFELET.

hoOI T AZE S, WEECBREEZIADEBLLBOLERE, ThEFBIAINEROBREDZILZEOZEIC
FEULONRELFEUL. SAERRIMRIASTEUATOESNTT.

ExaEER/IN\YIFYI & FEFL TWERIE

> -

210X

LESS LIKELY TO PAY A RANSOM
N 4

1 https://databreaches.net/university-of-twente-maps-decision-making-process-for-ransomware-victims/ . .
#:~:text=for%20the%20best-,article,-. T=ALEFIVT(OBIR - T-HVRIDRE | 33


https://databreaches.net/university-of-twente-maps-decision-making-process-for-ransomware-victims/#:~:text=for%20the%20best-,article,-.

— S, BREEZIASPIHEEESTIABADSIE EIFIC
Dnb‘otb\ibrzo

Rubrik Zero Labs

4 0 O/O T-AREEHEIRR TEREESZIOEIS

5 /0 P AREERED RV TER A TR EIA,

n ESAEOHOIHZELLLRUTO, T-FREZHIIRE Tk
= BRE0EH.

AN =20@E : #HICETFRITESRMEIHDE R

16.8M

MAOBISKDIEDECTEHETEHO>TNET, U, SYYATITIC
FOTHIERIENBT—IDKBK (Data deluge) [CfER TWSHE
WERFBHFEA.

'T)i(g EREEEBADIEOS>YLAVITIRET], 680751[310)77"(“/73‘
SEFFEEINLRS, TNEEARN(C, TOBSIEREICLOT

?E%%@?E(ClﬁSOEﬂE@T%ﬁ%EJ 77’()b73“4’ﬁ5&231’17’:&b62&'€‘3’

(BRI O— /LB TEFRI7 I EE1, 37051 ) . ¢

ENBOI7AIVEEFIRI7AILELTINWI 7y TEN. BESIE IR DR(C
BABAN —SBE2Z2HELET.

16.8M

healthcare + net
impacted files new files
4 __— i \
global avg e |
impacted files ' new files !
AY 4

FT=AEFIIFAORIRK - T-HRIDRE | 34



0:0 Rubrik Zero Labs

BU. IOYLAUITRERIOREBDA NN —SERSTEN
70% A EfEofce g 5L SEIDIFRAR 1T —H(C Lo T1~218MH
HACHEOEBIHMmIIEEN LRIGETSILEHNEEFT, *

100%:

) _ ;

- p—

6 months

BESLER

CORREZSS(CRAET ZON IWEE T2 (CLTESEHD
(3387 — 4 1A ERRLIBCTIBBRVCETT, LR DHTAD
TAL 22O A=S0 S EEEOBN TOESAZ A0 -71
ENRBERDET , FZADHBA. MISPEIBOT-/J0-T&
BRT-IORETY . HRICEICREEF. WEENEAR
T %R UEBERIC. WISTOEAO—IRELTESIC
ZDFRT —HZAERULRCTRBSRLDTY,

Rubrik D3>Y AU 73 [6F— LAhNEZEICFHFZ20045F

U FDEIRSEFSTIE. COREI. 2D0FERDS5E55N
1D(CRBIENDONMDFUIL, #BREIFIRDOVINHERITURTE
IRDER A

e EBIRRENZIR TSR TT —ADIENZIESE S,
. T—gﬁiﬁﬂﬁ(uimgﬁ?z)o Zn(:(gl,ﬁ?.ﬁ% . :n(;ﬁ‘%%tbt\ H%FEI?E"](ZE&L}L/\ED\_G

?ﬁ%t’ﬁé%é“@jb‘yt/‘\”—b{%\gx1¥5o . ?E'Eo)igTRﬂi%ﬁ&)5:U:@50

T=AEFIIFAOBIR - T-HIRIDRE | 35



0:0 Rubrik Zero Labs

9 LAO17 ORIEYID.
PR{EBA2 NDKREIAD
SECDIEIFEZREEBDFUI

EDTIY AII7IRETET —FHE CORZENRELE T, EIERDURY.
BICEBRDBFICHIFBVRICOVNT(E. EEETORED ADEIC
SO THAEENET D

SRVIRFIA DS T4 —RARBEFEPTE. 2016FEN52021FD
BICRELS Y LAVITRE L3RIt BEUBADREDEE
ABELEUZ. TORBREUATOEBDNTTY,

Y AUIPREOFYIO LEBEART,
BENDLEIGEEIN20% K FLEL,

TOURIRER (B30, H(CT -5
FE. B2 OTFAN—FFE
LTVWBDIITESHDFEA TA/(—
WENEFLOMER-E THDHEVIEFERL
AL HDE T

1 https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4579292

2 https://www.statnews.com/2023/11/17/hospital-ransomware-attack-patient-deaths-study/

AENRIAMCS Y ADITOEENBEZEN GO IEKEORB
DINS%IEDD. BIER. 20% DI TS, HEZZITTRENS
ELDIRBEADEE DFBX LR CBRU TRASIR DS EZWDFEU.

IRENRRB TR, 1EO32 Y AVIVIREDEZIIRFERELT
FERHBUNADO.5~ 1% DIEKRZHOFL.

BIRFE T SOYADITRBROBEEOBELBE/KEIC
R3ETICHEE T2~ 3B ZEVELUR,

SSHAITTIRZEORIEYIN, 42~67 AOEE OFEOEIEN L
BRERO>TVET,

T=AEFIITAOBIR - T-HIRIDRE | 36


https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4579292
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4579292
https://www.statnews.com/2023/11/17/hospital-ransomware-attack-patient-deaths-study/

0:0 Rubrik Zero Labs

Kecovery

10 RESET

T=AEFINTOBRIRK : THRIORE | 37



FIEAF IENSRAT

SO ADTPINEE

Aon(CkdE. KFER
HANN—1>3FONCED, ®

I 9%

DR EMETZN 1 EIOKRET
brsEnEd.

Rubrik Zero Labs

SN, HEERD LB BB E DTS (LRI,

EDRIEY)IVRATEDFE e EHHUKTITET .

BlUL\-1—-AL

HIEBHEAE T YA -IREE(C

FBUTOLIREEN
FENHOELI, 4

44%

- -D3REREREENE

1 43%

BENBIREDLAA-ZOF(E

. 37%

IRZZDI‘R

1 36%

KolREE

ITELUTEF1V71BEH0
E#RU—F-D96%N
PAN-IWEDEENL
FEEREL T, RUBHE
FEHIE COZ Eh'dofe
E&ELELE. 4

1 53%

REOHFHCRAI A LZDEED

. 41%

BEHROF - AXDN-DEFERS

. 38%

EROERICHIZARE

133%

IEERAN B F T (FREAR DR RE

T=AEFIITAOBRIK - T-HVRIDRE | 38



g:: Rubrik Zero Labs

EEFEPIBE N REIDKRENSEIRTESL S
HEEZFF OTENBEITRDFT,

DITELUEFIUTHBLHOY-5 -1
PAN-IEOBRO B OBRMGTHERS
O/ BEA(CHU. DT, HBVIFRICR T %
0 RLTVET . 4

OIERRIED, AN -IREDRRCEERT 5
TV —2 3 % ElEEEBHERMEL TORENITDOVT,
U R B EDEEAL. HRIVFFoIKBEZ
EOTCVWRBVEBRTVEFT, 4

J1AN-BZE(L, FRIDRIEER
ﬁ@ﬂé?‘/\%lﬁmﬁ’&ibﬂjbi?o

BUF & AN -NEBORRCRELKAEZRSINSRIREL . #Bfske L TH (/-
IWE ‘é(LEE35Lt%E|£bTB<A§EE AR RZAIETY

)

SMEBRRINSEIZ DGO, YA N\ -IREORICERUROARERHFITI . 4

17%

RERORESO

16%

AIRIEDRE

19% 18% 18%

I\ Ty RIS F-LETO ERNEDRRL)

2ATO EEDRA I\ 7yTELY
TSR DR 1EIeYY 1=

BUF (&, HEpEfsn A N\ —EICLOTER

24% 20% 18%

FHRU-H-1CEB PRI 5 BAN—F1U71D SREAEEERET ITRUASS
E54R5a b FtinZAE FTEEFIROREL B OENN tFa1)785
F-LOTRURT

T=AEFIIFOBRIR - T-HVRIORE | 39




0:0 Rubrik Zero Labs

SAN-—IREN B ENRIERE
RIS EEHDFET

LOUIEH DR EN I e DE B2 TEZ TS
RIS RREBIEEIDENTELT,

AonlcEdE, UAN-IREZSFETDY>IcIEZE TS,
B ZEATE LB LT

18% DtkE

e EFhEEEELR,

JAN-IRE1. SAERRmD*

55% 429 37%

T%ﬁb\\b\?’]/ D9—“¥mf':(5t TARUA—FTel& TAAYI=ENNRER
P—EZADSZHAEN H—RC—FEDREREINE

YR DARHESABIRE T I N YURIHA VIR EZS A,
VRAIBEEDHAHEUICRESIDEEFTEET,

FT=AEFIIFAOBIR - T-HIRIDRE | 40



0:0 Rubrik Zero Labs

Neselling

DATA RISK

el
g "”"w"-’.-:::m
———
‘\\ \

T=AEFINTORRK  T-AZRIORE | 41



FHEFIVFAORIR : T-HIRIDRE | 42



$%% | Rubrik Zero Labs

—E., mZVIDIRITIENS
ES2C, FRIIESTEL
ECEBLBVEWSTL

HOFE o

EERICE FERREVEGIDEICERSEZENDNFTIL.
ZOBFCIIFIIRIIR. ZUTHESK(IHD TEBRI DURAIN
BIBEN. ABZONMNBTEEHDEDTLLD,

e e,
——

————

WEENEEIEZEOTVWIIRAIERE
Z{EE IR ODIEBDEIRED BB
HBEBEALIEVDRPTPITID, EZBH5
B ODICENE, ZNZEVNKDHDD(E
RVEIEHSEFDDERUSBWNCERIR T,

AE(CBIFDRFEDYIELFRRIC, BDOH(C
FEHTEEFT> M-I TEEFEA. LIEULRL
Z1—RELT YRIDAIEREE . ZDEDRZE(S
J>b0O—ILRIEETY

TlE YRIDONER b ZSF(EITI B T57E(C
B9 37T 92X LR TVWEEULLD. YRIIC
DVWTORHERESEIA L, HAN-IREE, T4
HOFZ, BTEERICEIZFAEMEIC
HOEDTY,

T=AEFIIFAORIRK : T-HZIDRE | 43



Rubrik Zero Labs

#1357 —IUR U TR
ANEETZOH

T =R DANERZEDIH(C
AMHETEIRLEE N DOEVFER

[ . Z
i | | 4@

a0a.
L 3K 3
oY

‘ f://// —

I\ Ty RRIBSARTEEAIC F—ADaRFzm LEEET, FIESBIC L D EE R DN Z

WEEHOEMmZEBAFTT. 45, R#EUT, v\ -IREZD
WEELBEFITIII\ (TR e _ VEZERNBZHRIACZAFTT,
BIEHREVCEHTHIE iy

RHTHD, FABMERUIEN L s —someEsed, BEOT—SBHC

EBVTLET, SEFISN BRI SO EIRLET

o )= — (L& BT RESBADI ¥ fm%
1TV BEDEENVNCEREF I BRERAL
FEU KON ZERBALE Y

1 EBIANO#E ez WEENSD
BIAERN DA AT T .

8483,

o )WY TNERICESEIAT] T, YN -IRBHEFIATES
LT OTVSIRREZHERLE T o

o AJRERPRD. {EIBFIEZEBELET,

o )Ty RRIESARTOEIREREZTANET .

o BFOTFI)TH - EXABLUEIZERL T, /WPy THin

] EEMANAEEREEETANET,

FT=AEFIIFAOBRIR - T-HIRIDRE | 44



WICTEN

FrDT—4 (FIHEET—45) MENMLTVS
JEEERHLET BINEHIEL. EET 50
REZBITRALTBTEEFATIIZE,

N\

a8
/

PAN-IRBERZADIHE. #Fiikdt. Z9YIDIEE.
NI =P\ =~ —OEIDEZ (LB EZEDHL
F9. BOUEEHMZFAL T2\ MRKIE
I BN EEfZL TN,

o

£3% | Rubrik Zero Labs

Bt

IRCES{EMNETL. REENGET —IDRERZ
BBUTETVBREVDIRATOI Y LAIIVINED
BEomiIc, ARHIHB/HSOERIER R ER(C
BERBIHOEmELET .

<gOES<
— o o

o?ozx(

STEO R R Z AR CTERIR (ISR,
PAN-WEICLZ TR T (LT BELEE(C
F-Lh2RICBE. BIEZHEADITET,

AN -IWE O], &7, &I
B DF—AE#HEITDIHDGEZ
BOlF 9,

=17 35 e

o ETLATYIZAERL GIREBZITVET.

o 2R OEANRUZAVHIRTICREEL TVSDEEDF— L
RIEHFY

o B ZRIDH TENIRVBEEECBYIRT —5ZEIT2HD
REDTEEHIILET .

o TURBHIBTZAIECL . AT DERNSOIRMD AT REIEZ
HIz37eth. £F—LWREUT —IRRZFOAREZHRLET .

T=AEFIIFAOBIK : T-HIRIDRE | 45



BD

REDS

£ T, Rubrik Zero Labs®UZIAD

7IO—F (3T —9FEBOHEACEIEDTT,
CCCHREZLIT. Microsoft®2023 Digital
Defense Report'OLSUISA(CREITREE

R FEIR(ICEBRZEITELLD. MicrosoftDizizd
Rubrik DI Zi5E(FBRMECERDF I, ZNDZ(C.
Bt DO SEIEN R VES RO B A28 9 5
HEDITHNFEBVET,

O MicrosoftCld, T —ADEARNRTF1UT¢
0 IR TEZEEDI% %= RHIFBEHIML TOEY, ©

BRI HEIEEIE : °

o ZERIBZHBIMETS

o RERT PR RET DEE(CDVTIFHRFC.
COMSANRRZERT S

o HARRMRANE I DI T sRAFAWT/\( Dy RIS OEEEFRZH/(—95

e BEERIATAET IV -3V (CEICRFHROI\YF2iERAT S

o T—HREDD. EDT—INREERDN. TORESTCFECRDNE
EIEL T, TNBOISIL—T OB MREREZEITID

5> AI17(CEE I BMicrosoftDfR s zE5—EiED T I CHdE. BT
[ The Foundational Five (BEAR®DS5) 1%z, Y ADI7OSE% BRI 3
feHDOERBER DALV TRBLTVWED, ®

1

193 ([EVNEE
[BIRICLDEY > RE

TH)O>—A999
SHEADRIRED
YHETITADEA

A5

1 https://www.microsoft.com/en-us/security/security-insider/microsoft-digital-defense-report-2023

BRIV EEZD ATS5AT>RICEET 3. I-HY—-EESRR

bini=] HBLUFTNAR H—EZ, DIFAANBT—HD
7y NOESEICEITS BE3I R\ 7y
REEAETH BLUT7AVIEHA

T=AEFIIFAORIK : T-HRIDRE | 46


https://www.microsoft.com/en-us/security/security-insider/microsoft-digital-defense-report-2023
https://www.microsoft.com/en-us/security/security-insider/microsoft-digital-defense-report-2023

£:% | Rubrik Zero Labs

ZOLR—RTE YAIVEEE RO ZEN S5 ZinHF L.
[CN 12BN INSTIRENHD. T,

EBR L URIEREFEEMR NEYITT

BHTIEMR el

H—pxig AN Hermic

i (Bt AI0'% zpl, T3
7—%) ZRIVUT

XFEBDOEB R EDELN DD UAIZTE(HFET B,
HBVNITTERICHHRI BLIARFIRET I, AIRER DL, TREFZE D
AREVFEZIED, FRIRTRERFERADIAICERDFHA T, YRY
ST EZBNCERDIHDOBRERITEN ZERS LT,

KIFB(CLOT, TAHIRIDERICET B> YA M FICAN,
ELTBURIYA B A TOEIEINIEEFENT S,

FT=AEFIFAOBRIK : T-HRIDRE | 47



=ad =z
i4 IS\

SARRBRHNENITESBLET —FMREFABEIRML TV EEVWEEEMCHU. RubrikbUTE5R3BHEER <
_RnEY,

e MicrosofttAon®/\— hF—DESERICIE, BRESHVRS M. o SRYARZEVA ST —RAKREEFED (Hannah
TUCEIERDT —IDm A =R TV REEUR. NeprashEk. Claire McGlaveEk. Sayeh NikpayF) ((&.
IRE DMK ROERFRE . RS OFEHOREME
o LIT OFHABHCIE, IRBODFOBERAZFILTULRKE Vziziesblc. RZEEPOZFisAEERubrik Zero Labsd
LB, BURDFERERE(ATIRDDI NPT\ R4 % HEFABORIMHEHIZB2HDRuUbrik Zero Labsé®
CIRRMBVEIEEFELR, EEADTHRHZBDEUR,
- Proofpoint
- Recorded Future (Allan “Ransomware
Sommelier” Liskafk)
- Mandiant (Kirstie “Swiftie” FaileyE)
- Palo Alto Networks Unit 42 (Ingrid Parkerf)

Rubrik Zero Labs®ift7e(d. Z<DA <2 D AICEOTHRDIIOTLET . Wakefield Research(C(d. ORI BERRDEZERIIIREDE T BIsHD
INERT —A%IRMHU TUVEIZEEUIZ, Shaped By(Cld, T—4%ZEK DS 3D I (FEULV55EE R DIFTUVEZEEUIZ. ]REZIC. Z<ORubrikBEHEN
ZARIHICET, BEN IDTFADN, HAF2R%IREL TN ELZ. Amanda “Danger” O’Callaghan. Linda “Taskmaster” Nguyen. Lynda
“Go Niners” Hall. Ben Long. Peter “I'm the Law” Chang. Ajay Kumar Gaddam. Ryan Goss. Derek Morefield. Josh Burns. Gunakar

" fer i 1

oope Aannan III L.l:'ll




